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Abstract

QoS (defined as a proper sd#tquantitativecharacteristicsanalysisis a necessangtepfor the
early verification and validation of appropriatedesign,andfor taking designdecisionsabout
the most rewardingchoice,in relation with userrequirementsin this paper,we describean
analytical approach for thevaluationof the QoS offered by a family of group communication
protocols in avireless environment, and use experimental data for feeding our models.
Specificindicatorshavebeendefinedand evaluatedwhich capturethe main characteristicof
the protocols and dhe environmentfocusingour attentionon performanceand dependability

attributes.The main purposeof our analysisis to provide a fast, cost effective, and formally
sound way to further analyze and understand the protocol behavior and its environment.

The physical characteristics thfe systemhavebeenconsideredand the modelsintroduced
in this paperaccountfor the correlationamongsuccessivgackettransmissionglue to fading
and users mobility.

1. Introduction

The recenttechnologicalachievementsuchas the availability of the WEB and of mobile
networks, constitutea fundamentalbasisfor the developmenof distributedapplications.An
important problemthat needto be solved for improving their successconsistsin devising
designs providing the proper quality of service (QoS) as requiregtiicationg11, 12]. QoS
can be definedas a set of qualitative and quantitativecharacteristicof a distributed system
necessaryor obtaining the requiredfunctionality of an application. Thereforethe term QoS
encompassesiany aspectssuch as reliability, availability, fault toleranceand also properties
such as the atomicity or reliability of broadcast/multicast services.



It is clearthat the usefulnessand practicalutilization of such(sub)systendesignsdepend
on the possibility to provide a QoS analysis of their offered featimrésrmsof properdefined
dependability and performability related measures. Whalding a system this is a necessary
stepfor the early verification and validation of an appropriatedesign,and for taking design
decisions about the most rewarding choice, in relation with user requirements.

This paper,addresseQoS analysisof a family of group communicationprotocolsin
wirelessenvironmentReal-timereliable group communicationin wirelesslocal areanetworks
has todeal,in particular,with the mobility of systemcomponentsandwith the hostility of the
environmentthat may causea greatloss of messagesThe protocol definedin [7] tolerates
erroneousand uncooperativebehaviorof the systemcomponentsand providesthe group of
activecomponentsith a consistentview of its state.This protocol extendsthe IEEE 802.11
standardor wirelesslocal areanetworks[1] and offers the interestingpossibility to handlea
trade-off betweendifferent aspectsof the QoS offered, such as performancesgdelay time,
reliability and formal properties of the broadcast. This flexibility in offeardifferent trade-off
betweenperformance delay time, reliability and formal propertiesof the broadcastcan be
properly exploited if a fast, cost effective, and formally sound analysis of QoS can be
performed.

In this paper, we analyze the protocol (family) and its environment, focusing our attamtion
typical performancendicatorsand on the coverageof the assumptionghe correctnesf the
protocolis basedon. We adoptan analyticalapproachbasedon StochasticActivity Networks
(SAN) [9, 10]. Experimentadlatapreviouslycollectedin a representativeontext[3] havebeen
used to provide parameteraluesfor the model. The work describedn this paperextendsthe
preliminary analysisdescribedin [3]. In fact, the modelspresentechere are a much closer
representatiorof the systemand the environment.They accountfor physical characteristics
such as théading channel phenomenonandfor usermobility. Both of themaffect a wireless
communicatiorand causetime correlationamongsuccessivanessagesyhich is capturedby
our models.

The rest of the paper @ganizedasfollows. Section2 is devotedto the descriptionof the
considered communication protocols, together with the definition of relevant metrics
representativef the QoS in the selectedenvironmentln Section3, our approachto modeling
and the assumption made are described. . Section 4 contadestngptionof our models.The
physical setting and the experimentsused to derive proper values for the parametersare
introduced inSection5, while Section6 containsthe resultsof the models'evaluation.Finally,
concluding remarks are outlined in Section 7.
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2. A family of group communication protocols for wireless local area networks

2.1. Design of the protocols

Co-operatiorof autonomousnobile systemgequiresability to communicatevia wireless
links. To achievea real-timereliable group communicatiorf4] in wirelesslocal areanetworks
requires coping with the mobility of the system components (definiti@cofoperativegroup)
andwith the hostility of the environment(greatloss of messages)lhe protocolspresentedn
[7] providereliable and efficient group communicatiorservicespasedon extendingthe IEEE
802.11standard for wireless local area networks.

In particular, they have been developedtaking advantageof the centralized medium
arbitration (AccessPoint, or AP), grantedby the IEEE 802.11 during the ContentionFree
Period (CFP). The AP concedesxclusiveaccessto the medium by transmitting a polling
message to the stations in gp@up,accordingto a polling policy. The proposedorotocolsare
based on the following fault assumptions:

1) Messages delivered during the CFP are delivered correctly within a fixed time-hgund (

2) Messages may be lost (omission faulpgssiblyin an asymmetriovay, i.e., somestations
may receivea broadcastmessagand somemay not. However,the numberof consecutive
message losses is bounded by the so-caitéskion degree OD.

3) Stations may suffer crash failures or leave the reach of the Access Point.

4) The Access Point is reliable; i.e., it is not subject to any kind of error.

A first protocolusesthe AP as centralco-ordinatorandis structuredinto roundsin which
the AP polls eachstation of the group exactly once. After being polled, a station returns a
broadcast request message to the AP, which assignsa sequencenumberto the messageand
broadcasts it to the stations group. Tneadcastequestmessageas alsousedto acknowledge
previous broadcastslts headercontainssome bits, each usedto acknowledgeone of the
preceding broadcasts. Thus, one round after sending theaatticast message mjX emittedby
the generic station xthe AP is ableto decidewhethereachgroup memberhasreceivedm;X or
not. In the latter case,the AP will retransmitmX, otherwisemg.+1)%, if it exists. By the
assumptionsnadeabove,a messageas successfullyreceivedby all the stationsafter at most
OD+1 rounds. If the AP does not receive #ngadcast request message from stationx within
a certain period of time after polling the AP considerghis messagdor the polling message)
to be lost. If AP does not receive any answer from statiafter polling OD consecutiveimes,
it considers x to have left the group and broadcasts a message indicating the chargyeupthe
membership.

This protocol implements a reliable group communication satisfying the properties of
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i) validity, i.e., a message broadcast by a correct station is eventually deliyezxeery correct
station;

i) agreement, i.e., a message delivered by a statiosviantuallydeliveredby any other correct
station;

iii) integrity, i.e., for any message m, every correct station delivers m at most ormeyarfidm
has been broadcast.

In orderto improvethe real time guaranteesa variant of the protocol has beenproposed,
which allows the user tepecify the maximumnumberof messageetransmissiondpwer than
OD. Such user-defined bound on message retransmissions (esllesticy degree, res(c)) can
differ for different message classes. Thagsiantmakesuseof decison messages. Whenevera
messagen is acknowledgedy all stations(within res(c)+1 rounds),the AP broadcastshe
decisionmessagdo deliver m to the applications,(retransmittedOD+1 consecutivetimes to
guarantee reception by all the correct stations under assumpabo\@).If, however,m is not
acknowledged by at least one station aksfc)+1 rounds, a decision not to delivars issued,
againthroughthe broadcasbf a decison message. To makethe implementationefficient, the
accesspoint piggybacksits decisionson broadcastmessagesby properly extendingtheir
headers. The shorter delivery time for a message, obtained by reducing the maximiognof
retransmissions for a broadcast messagesfo) times, is however paid in terno$ violation of
the validity property. In fact, a message issued by a correct station may be not receivéaeby
other stationsandthereforenot deliveredto any station.However,the agreementind integrity
properties are retained, which is enough for significant application scenarios.

Because of the different characteristics shown by the two versiongahegtbe compared
one against the other in an absolute way; the choice of which one is better soéedigoyed
in a system depends on the requirements of the specific application at hand.

2.2. Definition of appropriate QoS indicators

The protocols describedabove have been defined to provide reliable and efficient co-
operationof autonomousmobile systemsvia wirelesslinks. In order to prove such basic
characteristicof reliability and efficiency, we estimatetwo groups of figures of interest:
dependability related measures and performance related ones.

The dependability-relatedigures are directedto give an estimateof the coverageof the
assumption o®D, the maximum number of consecutive message losses. They are:
)] Pr>ob, Which indicates the probability thabeoadcast message is not received byt

leastone of the receiving stationsafter OD+1 transmissionsin the time interval
Tcrp (representindghe durationof a CFP,i.e., the timing window during which the
protocol operates).f2op applies to the first version of the protocol;
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i) i) Po>op, Which indicatesthe probability that a decision message (i.e., a message
issued by the AP to commit or abort the delivery bf @adcast message) missesto
be received by at leashe station,againevaluatedn the interval of time Tcgp This
measure is relative to the second version of the protocol.

Both Rx-op andPpsop represent an estimation of the probability, for the prototoigil in
an undetected way, a very undesirable ewdiht possibly catastrophiconsequencesn the
system and its users (we say, the protocol experiereatasrophic failure).

The performancefigures have to determinethe technical limitations imposed by the
communication system and the way the protocol behaves according to them. They are:

)] Rm, which indicates the average number of retransmissions for a single message,;

i) the throughput, as the number of delivered messages per second,

iii) for the second version of thgotocol only, Pyy which indicatesthe probability that
the AP does not receive acknowledgements on a message by all the stats(Q
retransmissionsand thereforebroadcasts$o the active stationsthe decisionnot to
deliver that message to the applications.

Rm and throughput are typical performance indicators, wigraRo usefulto properlytune
the protocol parameteres(c). Pywm givesan indication of the extentof the violation of the
validity property(pointi) in section2.1); again,desiredvaluesof Pyy canbe obtainedby
proper tuning ofes(c).

3. Approach to Modeling

The behaviorof the two versionsof the communicationprotocol has been modeled by
Stochastic Activity Networks (SAN) [9]. Instead defining one single modelfor eachversion
of the protocol,from which to deriveall the QoS indicatorsidentified, our choice has beento
define two SANS tailored fathe evaluationof specific measuresThis allows limiting both the
complexity and the size of the resulting models, with obvious benefits.

Before defining the assumptionsnadefor the modeling and the models themselveswe
highlight the approach we followed for capturing one of the main problems redadathblock
transmission in a wireless context: the impact of fading.

Fadingis causedoy interferencebetweentwo or more versionsof the transmittedsignal
which arrive at the receiver at slightiyfferenttimesfollowing severaldifferent paths.In urban
areas, fading occurs because themisingle line-of-sight path betweena mobile antennaand
the basestation(e.g. becausef the differenceof height betweenthe mobile antennaand the
surroundingstructures) Evenwhen a line-of-sight exists, the reflectionsfrom the ground and
the surroundingstructurescausethe fading phenomenonAnother causeof the fading is the
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relative motion between theansmittingand the receivingantennasvhich originatesa different
shift in the received signal frequency called Doppler shift [8].

The model we considerddr the representatiof datatransmissioron fading channelss
the one proposed by Zorzi et al. in [2, 13] This model considers the softaliading channel
with relatively high data-rateghundredsof kbit/s) and datablocks of hundredsof bits. In the
literaturethis channelis modeledas a Gaussiarrandomprocessandits correlationproperties
depend only on the normalized Doppler frequengyl Rvhere:

Fo = Doppler Frequency = (speed of the antenna) / (signal wave-length) and
T = packet size / Data rate.

If Fpe T is < 0.1 therthe processs very correlatedlIf FpeT is > 0.2 thenthe correlationis

practically negligible. The fading channelcan be approximatedoy meansof a first-order
Markov model , depicted in Figure 1.

Figure 1: Markov Model of a Fading Channel

The transition matrix M(x) = M(1)"x that describes the Markov process is

M) = ﬁlf(c;(()x) 1 q(igx)m M= E)q 1 q i

where p(x) (q(x)) is the probability that th@nsmission-th is successfu{unsuccessfulyiven
that the transmission(i-x)th was successfulunsuccessful)Note that 1/(1-q) is the average
length of a burst of errors, while the steady state probabilityathetror occurs(thatis thatthe

process is in state F) is given by PE= (1-p)/(2-p-q)

Parameters p and g depend on the fading model and on the characteriséc®ofmunication
schemeThis modelof correlationamongsuccessivaransmissiondas beenincludedin the
SAN modelsdefinedfor the protocolsand appropriatevaluesfor p and g have beenderived
using the experimental data available.

3.1. Assumptions

The assumptions under which the models have been defined are the following:
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1) thetime-boundfor sendinga messagever the network is fixed and denotedwith tm. It

represents boundfor both a) the time to exchangea messagdetweentwo agentsin the
network (namely, the AP and any other mobile station),and b) the time to broadcasta
message from the AP to all the other stations;

2) failures considered are only thos#ecting the messagesyhich may fail to be receivedby
the mobile stationsand/or by the AP (omission failure). Mobile stationsare therefore
reliable. However,a stationmay migratefrom the group. The AP is assumedo be stable
and reachable by all the stations belonging to the group;

3) eachmessagexchangedamongsystemcomponentdiasthe samemarginalprobability of
failure PE. Message failures are correlated following the model described above;

4) the value ofeg(c) is the same for all the messages;

5) the modelsfor the evaluationof the dependability-relatedigures assumethat the group
membershipemainsthe sameduring the whole TCEP interval, that is, no station misses
OD+1 consecutiveoll-requests, which is the conditionfor the AP to considerthat station

as migrated from the group;

6) failures of mobile stations are independent from each other.

4. The Modedls

Before introducingthe models,we describethe way fading hasbeentakeninto accountin
the model themselves. As already said in Section 3, the channel altbetaiesniwo states(F,
failure, and S, success) and the matrix M(1) gives the transition probabilities in one step.

Using the SAN formalism, this behavior can be modeledby a place (that we will call
“*SUCCESS”) and by an activity whose case probabilities depend on the mafkhng place.
The marking of SUCCESS (0 or 1 in our models) will represengttiteof the channel(F and
S, respectively).The probabilitiesto be associatedo the casesof the activity representinghe
receptionof a messageare derived from the probabilitiesassociatedo the transitionsof the
Markov Model in Figure 1. Aan examplethe probability for the caseaccountingfor a failure
in the reception of a message, expressed in a C-like syntax, is:

if (marking of SUCCESS== 1) return (1-P) elsereturn q
Oncethe outcomeof the activity is determinedthe subsequentction (executedby the

corresponding output gate) consists in changing the marking of SUCCESS in a consistent way.

4.1. Model for evaluating Pp>op, PR>0D and Pym
We havedefineda single modelfor the evaluationof Pp>op, Pr>op and Pym; from this

model, the three indicators can be obtained by simply changing the value of some parameters.
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Let's start consideringthe evaluation of Ppspp. Since we are interestedin decision

messages (i.e., messagebroadcasby the AP to commit or abortthe delivery of a broadcast
message), we have to consider the reception of consecutive messages by each station.

Figure 2: Sub-model station; used to evaluate Pp>op, Pr>op and Pym

In Figure 2, the sub-model representing the reception of a message gggnericstationis
shown.The overallmodelis obtainedby replicating N-times this sub-modelwhereN is the
number of stations belonging to the system; the place conwradhthe submodelss FAIL. A
brief description of this model is given in the following.

The activity PRBrepresentshe executionof the threeactions:i) the AP polls a station;ii)
the polled statiorsendsto the AP a broadcastequesimessagén reply to the poll; iii)) the AP
broadcastshe receivedmessageTheseactionsrequirethe exchangeof messagesywhich may
be affected by the fading phenomenBecauseof the shortinformation containedthe “poll”
message is shorter than the “broadcast requessage’andthe “broadcastmessage’(these
lasttwo beingapproximatelyof the samelength). Define M' as the transition matrix for the
“poll” message and M the transition matrix for the other messagexpisnedin Section3).
We obtainthe probabilitiesof changingstate(or of remainingin the sameone) after the three
actions, as the product of the matrices M*M*M. These probabilitieasseciatedo the cases
of the activity PRB. If a failure occurs(casel)}he output gate FAIL_BC will add one to the
markingof COUNTER (this placetracesthe numberof consecutivefailures) and, unlessthe
new marking exceeds OD, it also sets the marking of POLLIfoQOUNTER exceed<OD, a
token is put in FAIL and this event will stop any further action in the submodel. Morsow,
FAIL is in commonwith all the submodelsand since the input gate chk enablesthe activity
PRB only when onéokenis in POLL andno tokensarein FAIL, all the submodelswill stop
their activity. When a success occurs, the markihGOUNTER is setto zero,anda new poll
can be executed. From this model;-Bp is obtained through a transiesmalysisat time Tcep,
by the use of a rate reward variable associated with the presence of a token in the place FAIL.

The evaluationof Pr>op shifts our attentionto the receptionof messageswvhich are
broadcasbnceperround.In fact, the eventwe are now interestedin is the receptionby the
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generic statignof the same broadcast message, relative to statibich isbroadcasby the AP
onceper round (in correspondencto the polling of statior). The modelin Figure 2 can be
used to evaluate the occurrence of this event, by properly setting the ratadaiviylePBR to a
roundduration(i.e., 3tm*N). Accordingly, keepinginto accountthe fading phenomenonthe
probabilitiesto changestate or remain in the same after the three actions “poll-request-
broadcast’haveto be determinedon the basisof a round interval. Therefore,the transition
matrix which determinessuch probabilitiesis given by the productM™*M*M performedN
times, that is, [ M*M*M]"N.

Concerning the indicatoryg, it can be determined exactly a$-Bp, but consideringes(c)
instead of OD (i.e., the threshold for COUNTER to put a token in FAIL is res(c))

4.3. Model for the evaluation of Ry,.

The model for the evaluationof Ry, has to take into accounttwo different reasonsof
retransmissiona failure in the exchangeof the couple poll-requestmessageand, once the
couplehasbeensuccessfullyexchangeda failure in the receptionof the broadcasimessage.
These are the reasons whythins model,we haveto distinguishbetweenthe stationthat wants
to broadcast a message (sub-mdxjehnd the receiving ones (sub-modgl By ajoin of thetx

model and theeplication of rx we obtain the model for the evaluation @f.R
The model for the evaluation of;Rs derived from that uset evaluatePr>op. In fact, we

arestill interestedn consideringwhat happengo a specificbroadcastnessageso the related
events occur once per round.

SUCCESS

DELIVER
Figure 3: Sub-model station; used to evaluate Ry

Figure 3 showsthe submodelrelative to the genericstation usedto evaluateRy,. Again,

throughthe replicate operation,a (parametric)numberof SANs as describedin Figure3are
combinedto form the completeSAN of our system,the placesMAX_RTX and DELIVER
being in common among all the sub-models.
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To evaluateRy, we needto know the maximum value reachedby COUNTER for each
broadcast message; for this reason, both the outputfyatiesBC and SUCC_BCwill update
the common place MAX_RTX. Moreover, once the broadcastsucceedsthe marking of
DELIVER (again common to athe stations)is incremented DELIVER countsthe numberof
stations that successfully received the broadcast message). The number of average
retransmissions will be given by the marking of MAX_RTX.

5. Derivation of input values from experimental settings.

This section describes the derivation of the reference values for the model paraoratars
experimentakettingand experimentaimeasurementperformedin [3]. An implementationof
the secondversionof the protocolwassetup on a systemof WindowsNT 4.0 Workstations
and Laptopsconnectedy an IEEE 802.11Standardcompliantwirelessnetwork. The settings
were as follows:

Carrying frequency: 2.4 GHz
Packet size: 100-1000 bytes
Data Rate: 2 Mbit/sec

Someexperimentshave been carried out in an office environmentunder good physical
conditions providing the following results:

Marginal probability of packet loss (PE)60E-04
Time-bound for a message transmission: &k (1000bytes), 284&ec (100bytes)

From thesedatait has beenpossibleto derive valuesfor our parametersespeciallythose
related to the correlation of packetloss (p and q of Figure 1). A commonly adopted
approximation in the@resenceof codingfor datablock transmissior{6] considerghe success
determinedby comparingthe signal power to a threshold:if the receivedpower is above a
certainthresholdthe block is successfullydecodedwith probability 1, otherwiseit is lost with
probability 1. This thresholdis sometimescalled fading margin F. When a Rayleigh fading
channel is considered, PE and g can be calculated as in [5]

PE —1—g ¥ 1-q= Q(e, pe) - Q(pe, 9)

el/F_l
0= !

p= J,(2p*T) and

where

Q(.,.) is the Marcum Q function, i the modified Bessel function of 0-th order.

Page 10 of 16



Recalling the equations féi, and T reportedin section3, given the packetsize,the speed
of the mobile stations and the marginal error probability, one can comyfiitepFand g.A few

values for packets of 1000 bytes are reported in Table 1.

Speed (m/s) PE Fo*T p q
0.05 1,60E-04 3,00E-03 0,9999125 0,4531810
0.5 1,60E-04 3,00E-02 0,9998414 0,0089858

5 1,60E-04 3,00E-01 0,9998400 0,0001622

Table 1. Derivation of Fp*T and of the correlation parametersp and qg.

In the subsequenanalyseswe decidedto consider also different values for PE and
computed the corresponding values for p and q.

Table 2 summarizes the internal parameters gptbcolsand of the models,togetherwith
the defaultvaluesusedin the subsequenhumericalanalysis(unlessotherwisespecified),as
determined through experimental measurements.

Notation Description Value
1-q probability of transitioning from the Failustateto the Succes{ f(PE, *T)
state

1-p transition probability from the Success state to the Failure { f(PE, I*T)
PE probability of losing a message [1.6E-4, 1E-2]
N mobile stations in the group 4
tm Time-bound for a message transmission 7646usec
tp Time-bound for a poll message transmission 2380pusec
oD omission degree [2, 10]

Fo*T Normalized Doppler Frequency [3E-3, 3E-1]

TCFP duration of a Contention Free Period 2400sec

Table 2. Notations and definitions
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6. Numerical evaluations

A numericalevaluationof the SAN modelspresentedn section4 hasbeencarriedout, by

using the tool UltraSAN [10].

Figuresfrom 4 to 7 concerndependability-relatedhdicators. Figure 4 and 5 show the
values of the probabilityd2op as a function of PEndfor a varying omissiondegreeOD (the

observation interval Tcfp is set to 2400 sec), each one for a different valyd of F
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When PE increases, the values assumeghyfincrease, whereas ftine samePE higher
valuesof Fp*T determinelower valuesfor Ppsop. When Fp*T is equalto 3E-3, the fading
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phenomenoris quite strongand it affectsthe consecutivetransmissionf messagesso to
resultin a higher failure probability for the protocol. The effects of the fading decreasess
Fo*T increases, so that when it reaches the vafuge-01,the correlationamongthe messages

losses is negligible.

Figures 6 and 7 report the values obtained fggpBfollowing the same approach.canbe
noted that values forRpop are lower than those obtainéat Ppsop for the samesettings.This
is due to the different time interval betweenretransmissionf two consecutivedecision
messagesand broadcasiessagesas alreadydiscussedn Section4 so the fading doesnot
affect the transmission of messages in the same way.
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Now we present the evaluation performed fgy PThe values for iy have been obtained
from the model for the evaluation o&fp by simply using the parameter res(c) instead of OD.
In Figure 8 the values foryg with res(c) = 1..8, PE = (1.6E-4, 1E-2) angfF= 3.00E-2 are
shown. Obviously the same considerations already madeJfepBpply.

RES(C)
1 2 3 4 5 ] 7 !
10E+01 ——
10E-01 g T
1.0E-03 _ﬁ\m
1.0E-05 \m
1.0E-07 TR Ty
1 0E-08 s T Ty
1.0E-11 ok E‘\_ﬁ,
1.0E-13 ey e
1.0E-15 \‘l k‘x
T A ki
1.0E-17
1.0E-18 —4—FPE=16E04 \'\ \\.
1.0E-21 —8—FPE =5E-D4 \\Q —\\
—& FE=1E03 M *
10823 ——PE =5E-3 Y
1.08-25 —%—PE=1E2 m
1.0E-27
1.0E-29 e

Figure 8: Pyy for varying values of res(c) (Fp*T = 3.00E-2)

Lastwe considerRy, andthe throughput.The evaluationof the throughputis basedon the
average numbesf messageetransmission&y, andthe averagemessagelelaytm. Therefore,
in our settingsthe expressionfor the throughputdependsonly on Ry, since we assumecdh
constant message delay. The values for the throughput are givE((tpy*+ 2tm)*Rm)-

RM —&—FE=16E-4 —#—PE=1E-3 —8—PE=1E-2
108 - | —+—PE=5E-4 —&—PE=35E-3 (
a)

RM

P —— o (b)

// 1.04
1.04 —+FdT=3E2 s
'/ . . 1.05 1 —m—FdT = ZE-01 /
1.02 102
1 Q/ i 2 2 2 1.01 /
1 "—/'4

052

093

096 . . i . 053 . . , i PE
2 4 & 8 10 ap SE-04 SE-04 1E-0Z SE-03Z 1E-02

Figure 9a: Ry, for different values of PE and OD (Fp*T = 3E-03) (a); Rm for
different values of PE and Fp*T (b)

In our setting, the results obtainegh Rary dependingon Fp*T. Figure9a, (Fp*T = 3E-03)
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shows the variations on,Rat varying OD and PE. We observewhile it dependon PE, some

dependencen OD is observedonly for high PE (that is in the left-top part of the Figure).
When *T = 3E-02 and 5*T = 3E-01 asdepictedin Figure 9b, OD doesnot impacton the

obtained results (and their range of variations is very narrow [1.002, 1.04].

As a final observation we report together, in Figure 10, the valugs.ghBnd R-popon a
system with the same stations (2, 4, 6, 8 and 10) and parameter sgtfing:3E-2; OD = 5;
PE = 5E-4

Mum of Stations
4 4] 2

R>0D

1.0E-06
1.0E-07
1.0E-08 oo
1.0E-09 -~ B-FeD
1.0E-10
1.0E-11
10E-12 —— .
10E-13
1.0E-14 -— o
1.0E-15

Figure 10: Ppsop and Pr>op for varying number of stations.

It is apparenthat correlationmakesthe secondprotocol lessresilient than the first. The
correlationdeterminesa higherfailure probability since the secondprotocol usesconsecutive
messages while the first makes use of one message per cycle.

7. Concluding remarks

In this paper,we have performedan analysisof the QoS provided by family of group
communicatiorprotocolsin an experimentaketting. The QoS metricsidentified relateto both
dependabilityand performance Specifically, the dependability-relateéigures aim at giving an
estimate of the coverage of the assumptmmsvhich the protocolsrely, while the performance
figurescanbe usedas indicatorsof the technicallimitations imposedby the communication
system and the way the protocol behaves according to therad¥y¢edan analyticalapproach
and introducednodelsclosely representinghe systemandthe environment.They accountfor
physical characteristics such as fiwing channel phenomenonandfor usermobility. Both of
themaffect a wirelesscommunicatiorand causetime correlationamongsuccessivenessages,
which is captured by our models.

We used experimentaldata previously collected in a representativecontext to provide
parameters/aluesfor our models. Then we performed several evaluationsto highlight the
behaviorof the protocolsdependingon their settingsand on the environmentcharacteristics.
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Several variations of the protocol may be devised (beside the two we have analyzed) praviding
different trade-off betweenperformancegdelay time, reliability and formal propertiesof the
broadcastOur approacho the analysisof QoS beingfast, costeffective,and formally sound
allows to exploit this flexibility of the protocol suite.

References

[1] IEEE 802.11,IEEE 802.11:WirelessLAN Medium AccesControl (MAC) and PhysicalLayer (PHY)
specifications," 1997.

[2] A. ChockalingamM. Zorzi and R.R. Rao, "Performanceof TCP on Wireless Fading Links with
Memory," in Proc. IEEE ICC'98, 1998, pp.

[8] A. Coccoli,S. Schemmerf. Di GiandomenicoM. Mock andA. Bondavalli,"Analysis of Group
Communication Protocols to Assess Quality of SerHoeperties,'in Proc. HASEOO - 5th IEEE High
Assurance System Engineering Symposium, Albuquerque, NM, USA, 2000, pp. 247-256.

[4] V. Hadzilacos and S. Toueg, "Fault-tolerant Broadcasts and Related ProbiefiiZistributed Systems",
S. J. Mullender Ed., Reading, Addison-Wesley, 1993, pp. 97-145.

5] K.S.Miller, "Multidimensional Gaussian Distributions," New York, 1964.

[6] L.F.Chang, "Throughput Estimation Of Arg Protocols For A Rayleigh Fading Chélsied) Fade-And
Interfade-Durations Statistics," IEEE Trans. Veh. Tech., Vol. VT-40, pp. 23-229, 1991.

[71 M. Mock, E. Nett and S. Schemmer,"Efficient Reliable Real-Time Group Communicationfor
WirelessLocal Area Networks,"in Proc. 3rd EuropeanDependableComputimg Conference,Prague,
Czech Republic, 1999, pp. 380-397.

[8] T.S. Rappaport, "Wireless Communications - Principles and Practice," 1996.

[9] W. H. Sandersand J. F. Meyer, "A Unified Approach for Specifying Measuresof Performance,
Dependabilityand Performability,” in "DependableComputing for Critical Applications, Vol. 4: of
Dependable Computing and Fault-Tolerant Systems”, Ed., Springer-Verlag, 1991, pp. 215-237.

[10] W. H. SandersW. D. Obal, M. A. QureshiandF. K. Widjanarko,"The UltraSAN Modeling
Environment," Performance Evaluation Journal, special issue on Performance Mdaalisgvol. 24,
pp. 89-115, 1995.

[11] B. Teitelbaum, J. Sikora and T. Han%Quality of Servicefor Internet2,"in Proc. First Internet2Joint
Applications/EngineeringVorkshop:Enabling AdvancedApplications ThroughQoS, SantaClara, CA,
1998, pp. 5-16.

[12] A. Vogel, B. KerherveandG. Von Bochmann,"Distributed Multimedia and QOS: A Survey," IEEE
Multimedia, Vol. 2, pp. 10-19,

[13] M. Zorzi, R.R. RaoandL.B. Milstein, "On The AccuracyOf A First-Order Markov Model For Data
Block Transmission On Fading Channels," in Proc. IEEE ICUPC'95, 1995, pp. 211-215.

Page 16 of 16



