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Abstract. The development and validation fafult-tolerantcomputerdor critical real-
time applicationsare currently both costly andtime-consumingOften, the underlying
technology is out-of-date by the time the computersare ready for deployment.
Obsolescencean becomea chronic problem when the systemsin which they are
embedded have lifetimes of several decades. This paperagieeerview of the work
carriedout in a project that is tackling the issuesof cost and rapid obsolescencéy
defining a genericfault-tolerantcomputerarchitecturebasedessentiallyon commercial
off-the-shelf (COTS) components(both processorhardware boards and real-time
operatingsystems).The architectureusesa limited numberof specific, but generic,
hardware and software components to implement an archit¢lcatican be configured
alongthreedimensionsredundantchannelsyedundantanesand integrity levels. The
two dimensionsof physical redundancyallow the definition of a wide variety of
instanceswith different fault-tolerancestrategiesThe integrity level dimensionallows
application components of different levels of criticalityctmexistin the sameinstance.
The paper describes the main concepts oathkitecturethe supportingenvironments
for development and validation, and the prototypes currently being implemented.
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1. Introduction

Most ultra-dependableeal-time computing architecturesdevelopedin the past have been
specializedto meetthe particular requirementsof the application domain for which they were
targeted.This specializationhas led to very costly, inflexible, and often hardware-intensive
solutionsthat, by the time they are developed validatedand certified for use in the field, can
already be out-of-datein terms of their underlying hardware and software technology. This
problemis exacerbatedn some application domainssince the systemsin which the real-time
architecture is embedded mbg deployedfor severaldecadesi.e., almostan orderof magnitude
longer than the typical lifetime of a generation of computing technology.

A consortium ofEuropeancompaniesand academigartnershasbeenformedto designand
develop a Generic Upgradable Architecture for Real-time DependableSystems (GUARDS),
togetherwith an associatedlevelopmentnd validation environment.The end-usercompaniesn
the consortium all currently deploy ultra-dependableaeal-time embeddedcomputersin their
systems put with very different requirementsand constraintgesultingfrom the diversity of their
application domains: nuclear submarine,railway and space systems.The overall aim of the
GUARDS projectis to significantly decreasehe lifecycle costsof suchembeddedsystems.The
intentis to be ableto configureinstancesof a genericarchitectureghat can be shown to meetthe
very diverserequirementsof these (and other) critical real-time applicationdomains.A three-
pronged approach is being followed to reduce the cost of validatiocestifctation of instancesf
the architecture: a) design for validation, sdacfcus validationobligationson a minimum set of
critical componentsp) re-useof already-validateccomponentsn different instancesand c) the
support of software components of different criticalities.

The paperis structuredas follows. Section2 sketcheghe rationalefor the designof the
generic architecture, which is theammarizedn Section3. Centralto the architectures aninter-
channelcommunicationnetwork, which is describedin Section4. Section5 details the inter-
channel fault-tolerance mechanisms while Section 6 discusses the scheduling issues aatsed by
replication of real-time tasks. Sections 7 @&discussrespectivelythe developmentnd validation
environmentghat accompanythe architecture Section9 describesthe prototypescurrently being
implemented. Finally, Section 10 concludes the paper.

2. Design Rationale

To merit the epithet“generic”, the architecturemust be able to meet the widest possible
spectrum of dependability and real-time requirements. To this end, we first considdesamoa-
functional requirementsf typical applicationsin eachof the three end-userdomains. We then
discuss the issues of fault classes and real-time scheduling.



2.1. Key Non-Functional Requirements

A typical instanceof the architecturein the railway domain would be a fail-safe control
system.Standardsn this domain dictate extremelylow catastrophidailure rates for individual
subsystems (e.g., less than*1Bour with respect tphysicalfaults). In railway applicationsit is
commonto physically segregatesubsystemsesponsiblefor vital (safety-critical) functions from
non-vital functions.We decidedto investigatethe possibility of a singleinstancesupportingboth
high-integrity vital functions and low-integrity non-vital functions.

In the nuclearsubmarinedomain,an instanceof the architecturenvould typically be usedto
supportsecondanprotectionfunctions,which arerequiredto be readyto reactin caseof (rare)
incidents. Two requirementgrom this applicationdomainimposequite severerestrictionson the
design space. First, it must be possible to separate redundant elements of the ardiyitsetiael
metersso asto toleratephysicaldamage Second,to avoid obsolescenceluring the submarine’s
lifetime, the use of unmodified commercial off-the-shelf operating system(s) is mandatory.

A particularly challenging application in the space domain is thahautonomouspacecraft
carrying out missionscontainingphaseghat are so critical that toleranceof severalfaults may be
required(e.qg., targetfly-by or docking). During non-critical phasesthe redundantelementsmay
be powereddown to saveenergy.Moreover,it is necessaryor aninstanceto be ableto support
softwareof differentintegrity levels: high-integrity critical softwarethatis essentialfor long-term
mission reliability and potentially unreliable payload software.

2.2. Fault Classes

The architectureaimsto tolerate permanentand temporaryphysical faults (of both internal
and externalorigins) and shouldprovide toleranceor confinementof softwaredesignfaults. This
wide spectrum of fault classes [42] has several consequences beyond the basicrptysidahcy
necessaryo toleratepermanentnternal physicalfaults. Toleranceof permanentexternalphysical
faults (e.g., physical damage) requires geograpbgédratiorof redundancyTemporaryexternal
physical faults (transients) can lead to rapid redundancy attrition unlessfteeiscanbe undone.
This meansthat it mustbe possibleto recovercorruptedprocessorsTemporaryinternal physical
faults (intermittents)are treatedas either permanenbr transientfaults accordingto their rate of
recurrence.

Many designfaults can also be toleratedlike intermittentsif their activation conditionsare
sufficiently diversified [29] (e.g., through loosely-coupledreplicated computations).However,
design faults that are activated systematically for a given sequeapplicitioninputs canonly be
tolerated through diversification of design or specification. Due to limited resothegspjecthas
not considereddiversification of applicationsoftwarebeyondimposingthe requirementthat no
designdecisionshouldprecludethat optionin the future. However, we have studiedthe use of
integrity level and control-flow monitoring mechanismso ensurethat designfaults in non-critical



application software do not affect critical applications. Moreover, we have considered
diversificationfor toleratingdesignfaults in off-the-shelf operatingsystems.We also encourage
activation condition diversification to provide some tolerance of design faultplinatedhardware
and replicated applications.

2.3. Real-Time Models

In keepingwith the genericity objective, the architecturemust be capableof supportinga
range of real-time computational and scheduling models.

The computational model defines the form of concurrency (e.g., tasks, threads,
asynchronous communication, etc.) and any restriction that must be plaggplioationprograms
to facilitate their timing analysis(e.g., boundedrecursion).Applications supportedoy GUARDS
may conform to a time-triggered, event-triggered or mixed computational model.

Threescheduling modelare considered [69]:

* Cyclic — as typified by the traditional cyclic executive.

» Cooperative —where an application-definedschedulerand the prioritized application
tasks explicitly pass control between one another to perform the required dispatching.

* Pre-emptive — the standard pre-emptive priority scheme.

We have focused primarily on the pre-emptiveschedulingmodel since this is the most
flexible and the one that presents the greatest challenges.

3. The Generic Architecture

The diversity of end-user requirements and fault-tolerance strategies ledefisi¢éa generic
architecture that can be configured iatwide variety of instancesThe architecturdavorsthe use
of commercial off-the-shelf (COTS) hardware and software components,with application-
transparentfault-toleranceimplementedprimarily by software. Drawing on experiencefrom
systemssuchas SIFT [47], MAFT [37], FTPP[30] andDelta-4[52], the genericarchitectureis
defined along three dimensions of fault containment (Figure 1) [53]:

* Integrity levels, or design-fault containment regions.
* Lanes, or secondary physical-fault containment regions.
e Channels, or primary physical-fault containment regions.
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Figure 1 — The generic architecture

A particular instance of the architecture is definedi®dimensionalparameterg C, M, 1},
a reconfiguration strategy, and an appropriate selection of generic hardware and software
GUARDS components. These generic components implement mechanisms for:

* Inter-channel communication.

e Qutput data consolidation.

» Fault-tolerance and integrity management.

Fault-tolerance and integritpanagemendre software-implementethrougha distributedset
of genericsystemcomponentgshownasa “middleware” layer on Figure 1). This layer is itself
fault-tolerant(through replication and distribution of its components)with respectto faults that

affect channels independently (e.g., physical faults). However, the tolerance of design thidts
system layer is not explicitly addressed

3.1. The Integrity Dimension

The integrity dimension aims to providentainmentegionswith respecto softwaredesign
faults. The intentis to protectcritical componentsrom the propagationof errorsdue to residual

! Note, however, that correlated faults are included in the models used to assess the depeniwtdingedof the

architecture: see Section 8.2.



designfaultsin less-criticalcomponentsEach applicationobjectis classifiedwithin a particular
integrity level accordingto how muchit can be trusted (the more trustworthy an objectis, the
higher its integrity level). The degree to which an object can be trusted dependewdeheethat
is available supporting its correctness, and the consequences of its failure (i.e., its criticality).

The required protection is achieved by enforcing an integrity policy to mediate the
communication between objectsdifferent levels. Basically, the integrity policy seeksto prohibit
flows of information from low to higlintegrity levels, like in the Biba policy [15]. However, this
approachs inflexible. An objectcanobtaindataof higherintegrity than itself, but the data must
then inherit the level of integrity of this object. This results in a decredbke imtegrity of the data,
without any possibility of restoringit. We deal with this drawbackby providing specialobjects
(Validation Objectswhoserole is to apply fault tolerancemechanism®n informationflows. The
purpose of these objects is to outpeliable informationby using possiblycorrupteddataasinput
(i.e., with a low integrity level). Such objeatpgradethe trustworthinesof dataand henceallow
information flows from low to high integrity levels [67].

It must be ensured thatig not possibleto by-passthe controlsput into placeto enforcethe
policy. This is achievedby spatialand temporalisolation, which are provided respectivelyby
memorymanagementardwareand resourceutilization budgettimers [66]. Furthermore for the
most critical components (the topmost integlityel) and a core setof basiccomponentdi.e., the
integrity management components and the underlyamgwareand operatingsystems) it mustbe
assumeckitherthat thereare no designfaults, or that they can be toleratedby some other means
(e.g., through diversification).

In this paper,we do not detail the integrity dimensionany further — the interestedreader
should refer to references [66, 67]

3.2. The Lane Dimension

Multiple processorsor lanes are used essentially to define secondary physical fault
containmentregions. Such secondaryregionscan be usedto improve the capabilitiesfor fault
diagnosis within a channel, e.g., by comparison of computagicatedon severalnodes.There
is also scope for improving coveragewith respectto design faults by using intra-channel
diversification.

Alternatively, lanes can be used to imprake availability of a channele.g., by passivating
a nodethatis diagnosedo be permanentlyfaulty. The requiredfault diagnosiscould be triggered
eitherby the error-processingnechanismswithin a channelor through an error signal from the
inter-channel voting mechanisms.

Furtherreasonsfor defining an instancewith multiple lanesinclude parallel processingo
improve performanceand isolation of software of different integrity levels. To aid the timing



analysisof suchsoftwarewe requirethat the multiple processorsvithin a channelhaveaccessto
shared memory (see Section 6).

3.3. The Channel Dimension

Channelsprovide the primary fault containmentregionsthat are the ultimateline of defense
within a singleinstancefor physicalfaults that affect a single channel.Fault toleranceis basedon
active replication ohpplicationtasksover the setof channelslt mustbe ensuredhat replicasare
supplied with the same inputs in the same ordiespitethe occurrenceof faults. Then,aslong as
replicason fault-free channelsbehavedeterministically,they should produce the same outputs.
Error processing can thus be based on comparison or voting of replica outputs.

Not all instances require the same number of channels. In faatpaltemaginean instance
with just one channel. This would be the case for an application thatespliresmultiple integrity
levels, or for which the fault-toleranceechanismsmplementedwithin a channelarejudgedto be
sufficient. It shouldbe expected however,that most applicationsrequire instanceswith several
channels. Important cases are:

« Two channels: motivated either byrequiremenfor improvedsafety(usinginter-channel
comparison) or improved reliability (based on intra-channel self-chet&ipgpvide crash
failure semantics).

» Threechannelsthe well-known triple modularredundancy(TMR) strategythat enables
most faults in one channéb be masked.In additionany disagreementare detectecand
used as inputs for error diagnosis and fault treatment.

» Four channels: to enable masking of completely arbitrary faultsadioiw a channelto be
isolated for off-line testing while still guaranteeilyIR operationwith the remainingon-
line channels.

Instances of the architecture with more than four channels are not currently envisaged.

4. Inter-Channel Communication Network

Centralto the architecturas an inter-channecommunicationnetwork (ICN), which fulfills
two essential functions:
* It provides a global clock to all channels.
It allows channels to achieve interactive consistency (consensus) on non-replicated data.

The ICN consistsof an ICN-managerfor each channeland unidirectional serial links to
interconnectthe ICN-managersin the currentimplementationthe ICN-manageris a Motorola

2 The exception is that of Byzantine clock behavior (see Section 4.1).



68040-basedoard with a dual-portsharedmemoryfor asynchronougommunicationwith the

intra-channel VME back-plane bus. Serial links pirevidedby two Motorola 68360-basegiggy-

backboard$. Eachsuchboard providestwo Ethernetlinks. Onelink is configuredas transmit
only, the other links are configuredas receiveonly. An ICN-managercan thus simultaneously
broadcast datto the remotelCN-managersver its outgoingseriallink andreceivedatafrom the

remote ICN-managers over the other links.

4.1. Clock Synchronization

The ICN-managersonstitutea setof fully interconnectedhodes.Eachnodehasa physical
clock and computesa global logical clock time througha fault-tolerantsynchronizatioralgorithm.
Suchan algorithm s classicallydefined as one that satisfiesboth the agreementand accuracy
properties:

» Theagreementondition is satisfied if and only if the skew betweey non-faulty logical
clocks is bounded.

» The accuracycondition is satisfiedif and only if all non-faulty logical clocks have a
bounded drift with respect to real time.

Since COTS-basedsolutions are preferredwithin GUARDS, we focused on software-
implemented algorithms. In particular, we considered both convergence averadutanvergence
non-averaging algorithms [57].

In a convergenceaveragingalgorithm, eachnode resynchronizesccordingto clock values
obtained through periodic one-round clock exchanges. On each nodtehelocks canbe taken
into accountthrough a mean-likefunction [40], or a median-likefunction [46]. The worst-case
skew of these algorithms is dominated by the uncertainty on transmission delagamtagratef
arbitrarily faulty nodes in a (fully connected) networkhafodes, under the sufficient condititrat
n > 3f.

In a convergencenon-averagingalgorithm, eachnode periodically seeksto be the system
synchronizer.To deal with possible Byzantine behavior, the exchangedmessagescan be
authenticated63]. The worst-caseskew of these algorithms is dominatedby the maximum
messagédransit delay. When authentications usedfor inter-nodemessageexchangesthey can
toleratef arbitrarily faulty nodes with onlg > 2f nodes.

The GUARDS architecture uses a convergence-averagingon basedon [46] andapplied
to up to four nodes (i.e., ICN-managers in awshitecture)This choicewas motivatedmainly by
reasonof performanceand designsimplicity. It implies that the probability of occurrenceof a
Byzantineclock mustbe carefully evaluatedin a three-channetonfiguration.This probability is

% For a two-channel instance, only one ICN piggy-back board is necessary.



expected to be very small, since the ICN serial links are broadcast media and the ICN-ntanagers
checkwhetherthat they receivea syntacticallycorrect synchronizatioormessagan a well-defined
local time window.

The global clock maintained by the set of ICN-managelsoadcastedyia the intra-channel
back-plane busses, to the processors and I/O boards local to a channel.

4.2. Interactive Consistency

Theissueof exchangingprivate databetweenchannelsand agreeingon a commonvalue in
the presence of arbitrary faults is known as the interactive consistency problem (the syfametric
of the Byzantineagreemenproblem)[50]. The two fundamentapropertiesthat a communication
algorithm must fulfill to ensure interactive consistency are:

* Agreementif channelg andg are non-faulty, then they agree on the value asctiady
other channel.

» Validity: if channelg andq are non-faulty, then the value ascribegbtoy q is indeedp’s
private value.

In the general case, timecessargonditionsto achieveinteractiveconsistencyin spite of up
to f arbitrarily faulty channels are [39]:

» Atleast 3+1 channels.

» At least 2+1 disjoint inter-channel communication links.
» At leastf+1 rounds of message exchange.

« Bounded skew between non-faulty channels.

Under the assumption of authenticated messages, which can be copiechvandedbut not
undetectably altered by a relayer, the condition on the minimal number of channels can béaelaxed
f+2. Nevertheless, &ast2f+1 channelsarestill necessaryf majority voting mustbe carriedout
between replicated application tasks.

The interactiveconsistencyprotocolusedin GUARDS is basedon the ZA algorithm [28],
which was derived from the Z algorithm [64] by adding the assumptionof authentication.In
particular, authentication precludes the design fautie? algorithmidentifiedin [45]. Following
the hybrid fault model described in [45], the protocol allows for both arbitrfauilyy channelsand
channels affected by less severe kinds of faults (e.g., omission faults).

For performancereasons,and since by assumptionthe architectureonly needsto tolerate
accidentalfaults and not malicious attacks,we preferredto use a keyed checksumschemefor
messageauthenticatiorratherthanresortingto true cryptographicsignatures.Under this scheme,
multiple checksums are appended to each (broadcasted) message. Each asexksuntedover



the concatenation of the data part of the message and a privditatie\known only to the sender
and to one of the broadcast destinations.

4.3. Scheduling

The ICN is scheduled accordingadable-drivenprotocol. The scheduleconsistsof a frame
(corresponding to a given application mode) that is subdivide@yctesandslots The lastslot of
a cycleis usedfor clock synchronizatiorso the length of a cycle is fixed either by the required
channelsynchronizatioraccuracyor by the maximuml/O frequencyin a given mode. The other
slots of a cycle are of fixed duration and can support one fixedsizedage¢ransmission(and up
to three message receptions). In the current implementation, each message may contain 1000 bytes.

5. Inter-Channel Error Processing and Fault Treatment

From aconceptualiewpoint, it is commonto considerfault toleranceas beingachievedby
error processing and fault treatment [2, 41]:

» Error processingis aimed at removing errors from the computationstate, if possible before
failure occurrenceln general,error processingnvolvesthreeprimitives: error detection,error
diagnosis and error recovery.

» Fault treatmentis aimedat preventingfaults from being activatedagainandalso involvesthree
primitives: fault diagnosis, fault passivation and reconfiguration.

In GUARDS, error recoveryis achievedprimarily by error compensationwhereby the
erroneousstatecontainsenoughredundancyto enableits transformationinto an error-freestate.
This redundancy is provided by active replication of critaggblications(althoughdiversificationis
not precluded)over the C channels;it is application-transparenand managedby software,
including comparisoror voting of computedresults.Error processinghusrelies primarily on N-
modular redundancy to detect disagreeing channels and 310 mask errors occurring the
voted results at run-time. Whé*2, two possibilities are offered, aBeadymentionedn Section
3.3:

» Error detection(locally by a channel)and compensationby switching to a single channel
configuration).

» Error detection(by channelcomparison)and switching to a safe state (a degeneratdorm of
forward recovery).

Figure 2illustratesthe replicatedexecutionof an iterativetaskin the caseof a three-channel
configuration. After readingthe replicatedsensors,the input values are consolidatedacrossall
channels after a two-round interactive consistency exchange over the ICN. The applicatiaretasks
then executed asynchronously, with pre-emptive priority scheduling allowing different
interleavingsof their executionson eachchannel. This diversifiesthe activities of the different
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channels, thereby allowing many residdakignfaults to be toleratedasif they were intermittents
(cf. Section 2.2).

read consolidate execute application vote write
sensors  inputs results actuators
-
=
-
error repqrts ) error reports
to error diagnosis to error diagnosis
Figure 2 — TMR execution of an application function split in sequential threads

Applicationstate variablegwhich containvaluesthat are carriedover betweeniterations)are
usedtogetherwith consolidatednputs to computethe output values,which are exchangedn a
single round over th&ECN andvoted. The votedresultsare thenwritten to the actuatorspossibly
via output consolidation hardware, which allows the physical values to be voted.

Sinceneitherthe internal statevariablesof the underlyingCOTS operatingsystemsnor the
totality of the application state variables are voted, further error recoveegessaryo correctany
such state that becomes erroneous (note that this may be casetbe@vamtof a transientfault).
However, this is a secondarynon-urgenterror recoveryactivity since, until anotherchannelis
affectedby a fault, the error compensatioprovidedby output voting or switching can be relied
upon to ensurethat correctoutputsare deliveredto the controlled process.Consequently this
secondary error recovery can be viewed as part of fault treatment.

In the next section,we describethe GUARDS diagnosismechanismswhich include both
error diagnosis, to decide whether the damage to a channel's state warthatsaction,and fault
diagnosis, to decide the location and type of the fault and thus the necessary corrective action.

Then, in Section 5.2ye describethe staterecoveryprocedurehat allows reintegrationof a
channelafter a transientfault or repair of a permanentfault. Finally, Section 5.3 discusses
mechanisms for output consolidation.

5.1. Diagnosis

The first step in diagnosis is to collect error reports generated duringahactiveconsistencyand
consolidationexchangegmajority voting discrepanciestiming errors, ICN bus transmission
errors, protocolviolations, etc.) and then to filter themto assessvhetherthe extentof damage
warrantsfurther action. Indeed,somereportederrorsmay not haveresultedin any changeto the
stateof a channel Alternatively, if only a small part of the statehas becomeerroneousthen an
erroneous channel might correct itself autonomouslguarwriting the erroneousrariablesduring
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continued execution. If such fortuitous recovery does not occur, an explicit forward react@ny
iS necessary to reconstruct a correct state.

Thefiltering of errorsis done using a software-implementednechanisnmknown as an a-
count, which was originally proposedfor the discrimination of transient versus intermittent-
permanentaults [17]. Error reportsare processedn a periodic basis, giving lower weightsto
error reports as they get older. A score variable ay (initially setto 0) is associatedo each
componenk to record information about the errors attributed to that component-tfhedgment
is accounted for as follows:

a (L) =a,(L-1) + 1 if componentiis perceived as faulty

a (L) =kea,(L-1) if componentix is perceived as correct (with K<)

Whena, (L) becomes greater than a given threshgldhe damage to the staté component
X is judged to be such that further diagnosis is necessary.

The appropriatefiltering action can be provided by several different heuristics for the
accumulation and decay processes (whe(e) takesslightly differentexpressions)17, 55, 56].
For a given error distribution, the parametersof the heuristicscan be determinedthrough a
dependability evaluation (for example, see [17]).

A distributedversionof a-countis usedin GUARDS to providethe error syndromethatis
input to inter-channelfault diagnosis.Each channeli maintainsC a-count variables,one, a; ,
representing its opinion of its own health & variablesa;, j #i, representing its opinioref
the healthof the otherchannels.The a-countsare updatedand processectyclically. Each cycle
N, , called arx-cycle, has a duration chosen such tNatry, = N¢.,me Wheren; is anintegerand
N ame the duration of the ICN frame (see Section 4.3).

Sinceeachchannelmay havea different perceptionof the errorscreatedoy other channels,
the a-countsmaintainedby eachchannelmustbe viewed as single-sourcgprivate) values. They
are consolidated at the end of eaetiycle through an interactive consistempptocol so that fault-
free channels have a consistent view ofdtagusof the instance(a consistenimatrix A of a-count
values).During the next a-cycle, fault diagnosiscan thus be performedusing A. The resulting
diagnosis consists of\gectorD whoseelementsD; representhe diagnosedstateof eachchannel
(correct or requiring passivation and isolation).

The fault diagnosis problem has been extensistldiedin the literature.An ideal diagnosis
should be botleorrectandcomplete

« A diagnosis izorrectif any channel that is diagnosed as faulty is indeed faulty.

» A diagnosis ixompletaf all faulty channels are diagnosed as faulty.

In the currentcase,the inter-channeltestshave imperfect coverageso a channelrequiring
passivation is not necessarily accused by all correct channe#3]J1a,he algorithmin the current
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implementationdiagnosesa channelas faulty if it is accusedof being faulty by a majority of
channelsor, of course,if it accusestself. This algorithm is correct and complete under the
assumption that nahore thanone channelat a time is accusedy a fault-free channel. However,
due to the memory effect of the a-count mechanismthis assumptioncan be violated if near-
coincident faults occur on different channels. In giigation,thereis thus a trade-off betweenthe
probability of incorrect diagnosiscausedby a long memory effect (high value of k) and the
probability of havingan incorrectmajority vote dueto slow elimination of a faulty channel(low
value ofk). This trade-off is the subject of ongoing research.

Once a channel has been diagnaserequiring passivationijt is isolated(i.e., disconnected
from the outsideworld) and reset(with the re-initialization of operatingsystemstructures).A
thorough self-test ithencarriedout. If the testrevealsa permanentault, the channelis switched
off and (possibly) undergoesrepair. Whenevera channelpassesthe test (i.e., the fault was
transient),or after having repaireda channelhaving suffered a permanentfault, it must be
reintegrated to avoid unnecessary redundancy attrition.

It should be noted that the error filtering action ofdheount can effectively beurnedoff by
settingits thresholda=1. In this case,any transientfault leadingto a self-detectecerror (or to
errors perceivedby a majority of channels)will causethat channelto go through the possibly
lengthy self-test and reintegration procedure, irrespectively of the extinataxftualdamageo the
channel'sstate.A fault affectinganotherchannelbeforereintegrationof the former will inducea
further decreasen the numberof active channels.When transientsare common, this policy can
thus cause rapid switching to a safateif the numberof active channeldbecomesnsufficient for
error compensation to remain effective. The choiceshetherfiltering is usedor, moregenerally,
the value of the-count threshold, thus leads to a classic trade-off between safety and reliability.

5.2. State Restoration

For a channel tbe reintegratedit mustfirst resynchronizets clock, thenits state,with the
pool of active channels.Sincenot all statevariablesare necessarilyconsolidatedthrough ICN
exchanges, the state @rannel contextcannot baetrievedby simply observingthe traffic on the
ICN, but mustbe explicitly copiedfrom the active channels.This is achievedby a systemstate
restoration(SR) procedure called RunningSR appliedto the channelcontext,i.e., the set of
application state variables whose values are carried over successive iterations without
consolidation.

A minimum level of servicemustbe ensured,evenduring the SR procedure so a limited
numberof vital applicationtasks must be allowed to continueexecutionon the active channels.
RunningSR is thereforea multi-stepalgorithmwhere, at eachstep, only a fraction of the stateis
exchanged. Furthermore, vital application tasks may update state variables while SR progresses.
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The basic behavior of Running SR is the following (more details with variations and
optimizations are givem [18, 19]). The channelcontextis arrangedn a single (logical) memory
block managedy a “context object”. Whenthe stateof channelneedsto be restored the system
entersan “SR modé€. The C-1 active channelsentera “put stat¢ sub-modewhile the joining
channel enters gét staté sub-mode.

To take advantagef the parallellinks of the ICN, the whole block of memory storing the
channelcontextis split into C-1 sub-blocksof similar size, eachmanagedby one of the active
channelsEachactive channeli propagatedo the joining channelany updatesto statevariables
belongingto blocki. A Sweepetaskis executedo transferthei-th block of the context.In the
joining channel, transferred data aeeeivedand processedy a Catchertask. This taskhasmost
of the CPU time available since no application tasks are executed on that channel.

Switching from normal computationto the SR mode occursat the beginningof an ICN
frame,with a correspondinghangein task schedulingand SR completionalways occursat the
endof a frame. After completion,signaturesof the entire channelstateare takenin eachchannel
and exchangedthrough the interactive consistency protocol. State restorationis considered
successfulf all signaturesnatch.Normal applicationschedulingis then re-activatedon the next
frame.

Sincea deterministic finite time is requiredto copy the memoryblock, and any updatesto
alreadycopiedstatevariablesare immediatelypropagatedthe whole (parallel) staterestorationis
performedin a deterministic finite time. The staterestorationtasksare assigneda priority and a
deadline,andfor schedulabilityanalysisare treatedthe sameas vital applicationtasks. Note that,
during SR, the ICN has to support: a) the normal traffic generatdeelvtal (i.e., non-stoppable)
applications ) the extratraffic dueto statevariable updates,and c) the traffic generatedby the
Sweepetask. SR will thereforenormally requirea modechangeto suspenchon-vital application
tasks so as to release processor time and ICN slots for SR execution and communication.

5.3. Output Data Consolidation

The purposeof the outputdataconsolidationsystem(cf. Figure 1) is to map the replicated
logical outputsof each channel onto the actphlysicaloutputsto the controlledprocessjn sucha
way that the latter are either error-freeor in a safe position. Such consolidation,placed at the
physicalinterfacewith the controlledprocess,is the ultimate error confinementbarrier,and is a
complement to any software-implemented voting of the logical outputs.

A given instanceof the architecturecould have several different output consolidation
mechanisms according to Mariousinterfaceswith the controlledprocess.ldeally, an outputdata
consolidationmechanisnmshouldextendinto the controlledprocessitself, to preventthe physical
interfaceto the processfrom becominga single point of failure. A typical examplewould be a
control surface (e.g., infy-by-wire application)that canactasa physicalvoter by summingthe
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forces produced by redundant actuators. Alternatively, a single channel can be detigrat&al
a given actuator.Failuresof that actuatorcan be detectedat the applicationlevel by meansof
additionalsensorsallowing eachchannelto readbackthe controlledprocessvariableand checkit
against the requested output. Recovery can then be achieved by swita@nraitéonativeactuator.
Other process-specifioutput data consolidationmechanismaused in the GUARDS end-user
application domains include combinatorial logic implementedelay or fluid valve networks,and
the “arm-and-fire” techniguecommonly usedto trigger spacevehicle pyrotechnics(one channel
sends an "arm" command, which is checked by the other channels, ttlesnaiélssendmatching
"fire" commandsthe pyrotechnicsare triggeredonly if a majority of the latter concurwith the
former).

Outputconsolidationrmechanismsuchasthesemay be usedfor variousend-useinstances
of the architecture. By definition, such process-specific techniques cangehéecso no specific
research has been carried outhis direction. However, the projecthasconsideredyenericoutput
consolidation mechanismsfor networked and discrete outputs. A prototype consolidation
mechanismis being implementedfor discretedigital or analog outputsthat can be electrically
isolated from each other and then connectedthrough a wired-OR to the output devices.
Consolidation is achieved baving eachchannelreadbackits own outputandthoseof the other
channel(s) so that a vote can be carried out in software. Each channel then sends selectitin signals
a hard-wired voter (one per channel)that allows or disconnectsthat channel’soutputs. This
approach relies on the assumption that the output devices can tolesdtertiieit inevitableoutput
glitch caused by the read-back, vote and disconnection delay.

6. Real-Time Scheduling

The architecturés capableof supportinga rangeof schedulingmodels(cf. Section2.3). In
this section,we focus on the standardpre-emptivepriority-basedscheme We also discussthe
consequences on scheduling of the ICN network.

Our timing analysiss baseduponthe Response-timé&nalysis[7, 44]. We assuméhat any
communicationbetweenapplicationsis asynchronoushrough the sharedmemory. The use of
round-robinschedulingon the intra-channelVME bus allows all sharedmemory accesseso be
bounded. This is adequate because it is assumed that the number of hostsohahimels small.
Furthermore, we assume the use of a non-blocking algorithm such as that proposed iaVj@d] to
the problems associated with remote blocking.

6.1. Inter-Channel Replication of Applications

For an application task to be replicatednitst behavedeterministicallyand eachreplicatask
must procesghe sameinputsin the sameorder. At any point wherethereis potentialfor replica
divergence the channelsmust perform an interactive consistencyagreementUnfortunately, the

15



cost of executing interactive consistency agreement protocols can be significant. There is #herefore
need to keep their use to a minimum.

In our approachwe force all replicatedtasksto readthe sameinternal data. We can thus
trade-off fewer agreement communications (and therefiaaterefficiency) againstearly detection
of errors.If we assumehat eachreplicadoesnot contain any inherently non-deterministiccode,
replica determinism and error masking (or detection) can be ensured by:

» Performinginteractiveconsistencyagreemenbr Byzantineagreemenbn single-sourced
data.

» Ensuringthat all replicasreceivethe sameinputs when thoseinputs are obtainedfrom
other replica tasks (replicated inputs).

* Voting on any vital output.

6.1.1.Agreement on Sensor Inputs

To reducethe complexity of the input selectionalgorithm, which processeshe vector of
redundantvalues consolidatedthrough the interactive consistencyexchange,it is important to
minimize the error between the redundant input values. However teaasksare independently
scheduledbn eachchannelthey could read their correspondingsensorsat significantly different
times. This is similar to the input jitter problemierea task (7) implementinga control law hasto
read its input on a regular basis. If jitter is a problem, the soligitmsplit the taskinto two tasks
(T°,T'). " has a release tirhand a deadlinappropriatefor the dynamics(and the allowablejitter)
of the physical quantity being measutadthe sensor.Taskt' hasthe original T's deadlineandis
executed at an offset from the release tineg’ofVe will discuss what value this offset shohlale
in Section 6.2.

6.1.2.Identical Internal Replicated Input

Two cases need to be considered when reader and writer tasks share tti@taaoeording
to whether or not there is an explicit precedence constraint between theanditee reader.When
thereis sucha constraint,then it can be capturedby the scheduling.When tasks share data
asynchronously (and therefore there is no exgli@tedenceonstraintbetweenthe writer andthe
reader), there are four types of interaction:

» Periodicwriter [1 Periodicreader:the periodsof the two tasksdo not have a simple
relationship.

» Periodicwriter [1 Sporadicreader:thereis no relationship betweenthe period of the
writer and the release of the reader.

4 We assume that all I/O is periodic in nature.
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» Sporadicwriter 0 Sporadicreader:thereis no relationshipbetweenthe releaseof the
writer and the release of the reader.

» Sporadicwriter [0 Periodicreader:thereis no relationshipbetweenthe releaseof the
writer and the period of the reader.

In all of thesecasesto ensureeachreplica readsthe samevalue, we keep more than one
copy of the data (usually two is enough) and use timestf@nfsl]. The essencef this approach
is to use off-line schedulabilityanalysis[7] to calculatethe worst-caseresponsetimes of each
replicated writer. The maximumwi thesevaluesis addedto the releasetime of the replicas(taking
into account any release jitter) to give a time by which all replicas mawstwritten the data(in the
worst case). To allow fozlock drift betweenreplicas,the maximumskew, €, is alsoadded.This
value is used as a timestamp when the data is written.

A reader replica simply compares its release time witld#ét@timestampIf the timestampis
earlier,thenthe readercantakethe data.If the timestampis later than its releasetime, then the
reader knows that its replicated writer has potentially executed befavthdreeplicatedwriters. It
must therefore take a previous value of the data (the most recent) whose timestamp tisagdttier
release time. All reader replicas undertake the same algorithm and consequently get the same value.

6.1.3.0utput Voting

Where output voting is required, it is agaiecessaryo transformthe replicatedtask writing
to the actuators into two tasks &ndt®): ' sends the output valwerossthe ICN for voting, and
1°° readsthe majority vote and sendsthis to the actuator.The deadlineof 1" will determinethe
earliestpoint whenthe ICN manageican performthe voting. The offset and deadlineof t°° will
determine when the voted result must be availabtéthe amountof potentialoutputjitter. Hence,
the two task$ravesimilar timing characteristicto the tasksusedfor input agreemen{cf. Section
6.1.1). The main difference is that there is a simple majority ratberthan an agreemenprotocol
involving three separate values.

6.2. Handling Offsets

A real-time periodic transactionmodel has beendevelopedin which periodic transactioni
consistsof threetaskst!, 1° and1,°’. Taskt' readsa sensorand sendsthe value to the ICN
manager. Task” reads back from the ICN manager the set of values reciomdll the replicas;
it consolidateghe valuesand processeshe consolidatedreadingand eventually producessome
data. It sendsthis datafor output result consolidationto the ICN manager.Task 1° readsthe
consolidated result from the ICN manager and sends it to the actuator.

This form of real-timetransactionis implementedby timing offsets. Analysis of task sets
with offsetsis N-P complete[44] and even sub-optimalsolutionsare complex[6, 8, 65]. The
approachwe takeis basedon [10], modified to take into accountthe fact that the computational
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times oft," andt?® (respectivelyC.' and C°) aremuchsmallerthanC,?, the computationatime of
12 i.e.,,C*>> ma(C', C°).

Once offsets has been assignedheckmustbe madeto ensurethat: (a) the responsdimes
of the individual tasksare lessthan the offsets of the next task in the transaction,(b) there is
enough time before thaffset and after the responseo transmitdataon the ICN network, and(c)
that the deadline of the transaction has beenlimahy of theseconditionsis violated, thenit may
be possible to modify the offsets of the transaction violating the condition in an attesapstyall
the requirements [10].

6.3. Scheduling the ICN Network

Following the individual schedulability analysis of each charthelfollowing characteristics
are known for each task participating in replicated transactions:

* Period

* Response-time
» Offset

* Deadline

The ICN tablescanbe built from this information — in the sameway as cyclic executive
schedules can be construcfe@]. Sinceall communicatiorthroughthe channels’sharedmemory
is asynchronousthe ICN manageicantake the dataany time after the producingtask’s deadline
has expired.

Of course,thereis a close relationship betweenthe schedulingof the channelsand the
scheduling of the ICN network. If the off-line tool fatts find an ICN scheduleijt is necessaryo
re-visit the design of the application.

7. Architecture Development Environment

The generic architectureis supportedby an Architecture DevelopmentEnvironment[49]
consistingof a setof tools for designinginstanceof the architectureaccordingto a coherentand
rigorous design method. The toolset allows collection of the performanceattributes of the
underlyingexecutionenvironmentand the analysisof the schedulabilityof hard real-timethreads,
not only within eachprocessingelementof the system, but also amongthem. This allows in
particular a rigorous definition of criticabmmunicatiorand synchronizatioramongthe redundant
computers.

7.1. Design Method

The design and development of a GUARDS softvequgicationare centeredon a hardreal-
time (HRT) designmethod,which allows real-timerequirementsto be taken into accountand
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verified during the design.The methodalso addresseshe problemof designingreplicated,fault-
tolerantarchitecturesyhere a numberof computingand communicationboardsinteractfor the
consolidation of input values and output results.

The designof a GUARDS applicationis definedasa sequenceof correlatedactivities, that
may be r