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Abstract

In this paper the consolidate identification of
faults, distinguished as transient or perma
nent/intermittent, is approached. Traient faults
discrimination has long been performed in
commercial systems: threshold-based techniques
have been practiced for several years for this
purpose. The present work aims to contribute to the
usefulness of the count-and-threshold scheme,
through the analysis of its behaviour and the
exploration of its effects on the system. To this goal,
the scheme is mechanized as aide nameda-
count, endowed with a few controllable parameters.
a-count tries to balance between two conflicting
requirements: to keep in the system those components
that have experienced just transient faults; and to
remove quickly those affected by permanent @rin
mittent faults. Analytical models are derived,
allowing ddailed study ofa-count's behaviour; the
actual evaluation, in a range of configurations, is
performed by standard tools, in terms of the delay in
spotting faulty components and the probability of
improperly blaming caect ones.

1 Introduction

The problem of handling the consequences of faults
in computing systems is not limited to s, high relia
bility systems: in any environment a specified, albeit fee
ble, level of operability is to be assured, in spite of ad
verse internal or external conditions. In fact, even the
commonplace general purpose departmental computing
system, while by no means equipped to automatically

survive to hardware or software faults, nonetheless-is ex
pected to provide “reasonably” contous service: upon

a crash, the user is accustomed to wait several minutes or
so, after that the system is supposed to go up again
(thanks, operator!). This is tantamount to state that, upon
the occurrence of a fault, some action to treat this eondi
tion has to be taken (whether by humans or by automatic
mechanisms) to heal the system. In systems where de
pendability figures are explicit and important require
ments the treatment of faults needs to be carried out in a
systematic way: in fact, this is a hefty part of fault-toler
ant systems theory.

Fault treatmenf{5] consists of fault diagnosis and
fault passivation. Fault diagnosis has theppse of locat-
ing the source of the fault, i.e. the (hardware or software)
component(s) affected, and understanding the nature of
the fault. Fault passivation is carried out by disallowing
the conponent identified as being faulty further execu-
tion, possibly repairing or replacing it. If error processing
means are employed, sufficient to cope with the fault (e.g.
in case of transient faults, provided their likelihood of re
curring is low enough), passivation may be omitted. After
reconfiguration, the system may be no longer capable of
delivering the same service as before, and may offer a de
graded service.

In [5] physical faults are classified as permanent or
tempaary. Permanent faults do result into errors at each
activation of the affected component; the only way of
handling such faults is to remove the com@ut.
Temporary physical faults can be distinguished intointer
nal faults (usually termed intermittent) and external faults
(known as transient). The former, caused by some internal
part going out its specified behaviour, usuallyiex a
relatively high occuence rate after their first pparance,
and tend to become permanent, sooner or later.



Conversely, the phenomenological cause of transient
faults cannot be traced to a defect in a well identifiable
part of the system (to be hopefully repaired or replaced).
However, owing to their short persistency, their adverse
effects rapidly disappear, and, provided theigérency
does not exceed some system-specific threshold, ro fur
ther action is taken, other than restarting the system or
masking the resulting error if fault-tolerance is provided.

In most application fields a large fraction of faults
experenced by current computing systems is transient in
nature [11] Since the relative cost of treatment is very
different, it is important to recognise such a characterisa
tion. However, in many systems it is difficult to distin
guish on the spot permanent from transient faults.

An idea which has long been exploited, e.g. in-sev
eral IBM mainframes (see below), has been to count the
number of fault events up to a given threshold, whose
crossing would be used to consider permanently faulty the
system component at hand.

Actually, a wide range of techniques spanning from
simple retry to rather sophisticated off-line error log audit
and trend analysis have been used, or studied in the litera
ture, with reference to specific systems.

The present work aims to contribute to the usefulness
of the count-and-threshold scheme, through the analysis
of its behaviour and the exploration of its effects on the
system. To this goal, the scheme is mechanized as a de
vice namedx-count, endowed with a few controllable-pa
rameters. Analytical models are derived, allowing de
tailed study of its behaviour; the actual evaluation, in a
range of configurations, is performed by standard tools.

The rest of the paper is organised as follows. In Sec
tion 2, several solutions presented in the literature are re
viewed, and the system context whareount is itended
to operate is given. Section 3 is devoted to thendiein
of a-count. In Section 4 the models mfcount behaviour
are introduced. Numerical evaluation through identified
figures of merit is conducted in Section 5. An exercise on
implementing known heuristics by meansootount is
carried out in Section 6. Finally, conclusions and direc
tions for future work are given in Section 7.

2 Problem statement

2.1 Background

Some significant transient-faults screening tech
niques are recalled below, broadly classified into two
groups: (A) on-line mechanisms and (B) off-line analysis
procedures.

(A): In TMR MODIAC, the architecture proposed in
[7] and analysed i8], two consecutive failures experi-

enced by the same hardware component being part of a

redundant structure make the other redundant
components to consider it as definitively faulty.

[13], describing the automatic diagnostics of the IBM
3081, shows up how the idea of thresholding the number
of errors accumulated in a time window is used to trigger
the intervention of a maienance crew{12] reports how
a retry & threshold scheme is adopted in the IBM
ES/9000 Model 900 to dodge transient errors.

In [4] if, after a fault, a channel of the core FTP can
be restarted successfully (restoring its internal state from
other operating chaels), then it is brought back in oper
ation; “however, it is assigned a demerit in its dynamic
health variable; this variable is used to differentiate
between transient and intermittent failures”.

In [1] a list of “suspected” processors is generated
during the redundant executions; then, a few schemes are
suggested for processing this list, from taking down the
processors in it for off-line diagnosis, to assigning
weights to processors participating in the execution of a
job and failing to produce a matching signature with that
of the accepted result, and taking down for diagnostics
those whose weight exceeds a certain predetermined
threshold.

(B): In [14] trend analysis upon system error logs is
applied, in trying to predict future hard failures, by distin
guishing intermittent faults (bound to turn into solid fail
ures) from transient faults; the Authors conclude, “Fault
prediction is possible”.

In [6] some heuristics, collectively dubbed
Dispersion Frame Technique, for fault diagnosis and
failure prediction are developed and applied (off-line) to
system error logs taken from a large Unix-based file sys
tem. The heuristics are based on the inter-arrival patterns
of the failures (that can be time-varying). Among these,
for example, there is the 2-in-1 rule, which signals a
warning when the time of inter-arrival of two faiés is
less than 1-hour, and the 4-in-1 rule which fires when
four failures occur within a 24-hour.

In [3] a comprehensive and sophisticated methodol-
ogy for the automatic dection of permanent faults is pre-
sented. Error rate is used to build up error groups, i.e. sets
of errors occurring in a time interval where an higher than
normal rate is observed. The main part of the sylpeset
analysis exploits the quite detailed information given by
the error record structure, available in the error logs gen
erated by the targeted computer systems: simple proba
bilistic techniques are recursively used to seeklarities
(correlations) among records, that eventually may point to
common causes (permanent faults) of a possibly large set
of errors. The procedure is applied to event logs gathered
from IBM 3081 and CYBER machines.



2.2 System context

The techniques reviewed above are given as-solu
tions to specific applications, characterised by different
dependability requirements, from plain general purpose
computing centers to safety-critical systems. Those in the
(B) group are way more powerful of those in the (A)
group; however, because of their complexity they have
been applied in off-line diagnosis and their applicability
to on-line use is only envisioned by their authors fer fu
ture work.

The a-count mechanism proposed here aims to be
applied on-line in a wide set of application fields, with the

two processors, may well deliver also a pointer to a dis

agreeing processor, should unanimity not occur. Another
source of diagnostic information may be made up by
agreement algorithms, augmented with disagreement sig
nals. Thea-count mechanism may be easily plugged in

all the above sort of systems.

The description ofi-count will be given with refer-
ence to a model, where the system is pantd into units
enclosed in well-defined boundaries, which may be
pointed to as affected by faults; some error signalling
mechanism is available, able to raise fault hints on misbe
having units; units are activated at wéy points in time,
and each activation has a fixed dioa. A fault passiva-
tion subsystem is present, which is in charge of precess

attending dependability requirements. It can be adapted to ing the signals coming fromx-count. Faults manifest

different application requirements via parameters geared
to tune its behaviour to different system figures, such as
CPU or input devices fault rates. The definitionoof
count will be given with reference to highly dependable,

fault tolerant systems, since less demanding ones may be

seen as siplified instances thereof.

Like in several well known threshold schemes,
count gathers information about erroneous behaviour of
each system component as time goes on, from any avail
able error detection device, weighing down error signals
as they get older. The rationale is to decide the point in
time when keeping a system component on-line is no
longer beneficial; if the rate of tected errors, filtered

according to some tuning parameters, exceeds a proper

threshold, a signal is raised toward a fault passivation
subsystem to take action.

The basic concept af-count has been presented in
[2]. There the mechanism had a slightly different defini-
tion: it was considered in a specific fault-tolerant context,

themselves according to thelfaing assumptions:

1- Hardware faults only are considered. A component af
fected by a permanent fault produces an incorrect
service at each activation; a component affected by an
intermittent fault does repeatedly give rise to an error
with a probability g at each activation; a component
affected by a transient fault produces an incorrect
service, but the fault lasts only for ondigation.

The faults affecting the hardware supporting the
count are not considered.

During each activation, a unit may be affected at most
by a single fault related to a given phenomenological
cause; therefore, a unit experiencing an intermittent
fault may also be hit by a transient fault, but not by a
permanent fault.

The judgement on the components behaviour given by
the error signalling mechanism is correct with a prob
ability ¢, which depends on the scheme used by this
mechanism to boil down its judgement. Each judge

2-

3-

4-

paired to the error processing structure, and the evaluation

of the whole resultant structure was carried out, by means

of simulation techniques in a restricted system configura 5-
tion, with no provision to single out performance figures

for the mechanism alone. Here a general formulation of
a-count is given, without any mandatory reference to the
surrounding system, other than the assumptions listed
below. The mech@sm is modelled and evaluated, and its
performance is given in terms of specific figures of merit,
which will be later itroduced.

ment is assumed independent in the probabilistic sense
from the others.

In modelling and evaluating thee-count mechanism,

the probabilities g ¢ and qof the ocurrence of a
permanent, intermittent or transient fault, respectively,
during a unit activation, are assumed constant in time
for any given unit. Fault occurrences in different-acti
vations are assumed statistically ipdadent each
other.

Computing systems are normally equipped with 3 A threshold-based fault identification
several low-level error detection mechanisms, whether in mechanism

the value domain (e.g., overflow checking, divide-by
zero) or in the time domain (e.g., time-outs, watchdog
timers). In systems designed to provide for fault-toler i)
ance, the error poessing mechanisms, which in some
form must be present to mask the effect of faults, can be
easily geared with supplemental error signalling tools;
e.g., a standard TMR configuration, whose duty is to de
liver an output value as long as it is produced by at least

i)

The requirements fax—count can be stated as:

signal all components affected by permanent er in
termittent faults (referred to in the following as faulty
units, or FUs) as quickly as possible, by sending a
message to the fault passivation subsystem;

avoid signalling units other than FUs (referred to in
the following as healthy units, or HUs). HU are so



designated because of the external, temporary nature fault has been divated in yand the judgement issued by

of transient faults.
3.1 Basic description

The judgement issued by the error signalling mecha
nism on the behaviour of the generic compongns u
symbolically expressed as a binary value. LIISLL) indi-
cate the L-th judgement on the generic compongnt u
then ") = 0 means success whil") =1 means failure.

The a-count keeps track of fault occurrences in each
component while execution proceeds. A sanrés asse
ciated to each not-yet-removed compaot y to record iR

formation about the failures experienced by that compo
nent.q; is initially set to 0, and aounts for the pertinent

L-th judgement as follows:

L-1 H L) —
BEPR if JP=o0
§x§L‘l’+1 if J=1

When the value ot grows bigger than or equal
to a given thresholdy, the component;us diagnosed as
affected by a permanent/intermittent fault; this event is
signalled to the fault passition subsystem. The effects
of component removal upon system performance and
reliability figures depend on the parameters K ardAs
a first flavor of their meaning, note thlr1 [ represents

the minimum number of consecutive failures sufficient to
consider a component permanently faulty, while K repre
sents the ratio by whiad; is decreased after a success.

al = 0<K<1

the error signalling mechanism is correct.

Since intermittent faults, by their nature, are more
difficult to discover than permanent faults (they alternate
incorrect and correct behaviourcaecding to the probabil-
ity q), this worst case will be conservatively assumed.
Recall that inlependence has been assumed both among
successive activations of an intettent fault and among
the judgenents provided by the error signalling mecha-
nism in diferent executions. Then, upon the occurrence
of an intermittent fault in y the sequence of judgements

starting from JU (the first judgement after the oceur

rence of the fault) is composed of independent binary
values eachaving at least a prability qlL¢ to be a 1.

A (trivially) sufficient condition fora; to grow big
ger than or equal to A, is to observe A secutive 1's.
This condtion becomes also necessary if the parameter K
is set to 0. Hamg no limits on the length of the sequence,
obviously a sequence of A consecutive 1s will evaihiu
be olserved.

Using a similar argument it can be shown that
count cannot guarantee avoiding to signal some HU as
faulty, i.e., a (normally small) probability exists that a HU
will be identified as faulty and the fault passivation
mechanism improperly invoked.

4 Analytical modelling of a—count

Besides the above asymptotic results, performance
figures of interest in practice are: i) the average delay D

The values to be assigned to the parameters so that (ExPressed in terms of number of activations jpffrom

the stragégy works best, i.e., it recognises FUs as soon as

possible and lowers the probability of identifying HUs as
faulty, depend on the expected frequency of paeeng
intermittent and transient faults and on the probability ¢
of correct judgements of the error signalling mechanism
used, as it will be shown below.

3.2 Basic properties

The features ofi—count with respect to its ability to
fulfil its requirements will now be désissed. To start, it
is easy to show that thee-count mechanism is asymptoti
cally able to identify all components affected by perma
nent or intemittent faults.

More formally, if aT is set to any finite positive inte
ger A, and the componentis a FU, thero; will eventu
ally grow bigger than or equal to A. This corresponds to
identify the component;was faulty (with the caequent
signal to the fault passivation subsystem). In fact, fsuf

cient condition for a generic itenji(L) to be 1 is that a

the (permanent or intermittent) fault occurrence;itouts
identification and signalling, and ii) the probability HR
that a HUy; be (wrongly) identified as FU.

To evaluate pand HR, the bdaviour ofa-count
has been modelled by means of the Stochastic Activity
Networks (SAN) [9]D_SAN and HR_SAN, respectively.
In SAN models, such as D_SAN and HR_SAN, real val
ued variables, likel;, need to be represented by a discrete
approximation which can be chosen as closeitas de-
sired at the price of increasing the time and computational
effort necessary to obtain the solution.

4.1 An upper bound to the expected delay in
identifyinga FU

D_SAN, the SAN depicted in Figure 1, represents
the behaviour ofxi—count acting on the FU;unside
D_SAN, a; is represented by the discrete variadlénf;
taken as the value af;, truncated to the 4th decimal fig
ure. Beingo_inf; < a;j, a_inf; will then reachotin an av-
erage number of sted; higher than, or equal to,; Ehe
average number of steps forto reachu.



alpha_state
next_step

decr

Figure 1. D_SAN: model for evaluating Dj

D_SAN has three places:ript_removthe presence
of a token in this place means thaiaustill active in the
system); ii)remov(a token here signifies the actual iden-
tification of y as FU, with the attending emission of the
removemesage); iii)alpha_state(used to maintain the
current value ofo_inf;). The exponentially distributed
timed activity (with rate 1pext_stepepresents the issue
of a judgement; it has two casesase 1 representing the

occurrence ofJi(L) =1, andcase 2 representing that of
JB =o.

In order to allow the steady-state evaluation of the
SAN, an additional timed activitjext_misshas been in
serted. It represents the (dummy) resta-edount upon
the issuing of theemovemessagenext_misds also ex
ponentially distributed with rate 1. The two put gates
incr anddecr perform the basic steps for computing
a_infi. Whena_inf; reaches the valuet, the gateincr
deposits a token in the plaramovand sets to 0 the value
of a_inf;j for a proper restart imext_miss

Since D_SAN represents the case of a FU, the-com
ponent y is affected either by a permanent or by an in-
termittent fault. The case of permanent fault is trivial: the
probability of ") =1 is very close to 1, hence the ex-
pected delay in identifyingjuas FU is approximately
equal toaT. In the worst case, given by the occurrence of
intermittent faults, we have:

P(Casel) = (q+qg)c+(1-q-q)(1-0)
P(Case2) = (q +0;)(1-¢) +(1-q - q)c

The first term of the first expression represents a
failure of y (either an activation of the intermittent- or an
occurrence of a transient fault, with probability g}q
which is properly detected by the error signalling mecha
nism (with probability c); while the second term repre
sents a success wrongly detected as a failure.

The value ofD;j is determined by the ratio between
the steady-state probabilities of the plages removand
removwhich is equal to the ratio between the mean time
spent in the two places. Since the dtitg next_stepand
next_misshave the same rate (equal to 1), the latter ratio

corresponds to the average number of visits to the place
not_removbefore going to the placemoy i.e. the aver
age number of steps to the identification of the FU.

4.2 An upper bound to the probability of
identifyingaHU asFU

HR;, the probability of identifying a HU,;uas
faulty, can be thought of as the probaithat the num-
ber of steps to the tagging of as a FU taken by the-
count mechanism is less than the number of activations
before yreally becomes a FU, i.e. is affected by a perma-
nent or an intermittent fault.

The SAN depicted in Fige 2, HR_SAN, represents
the behaviour ofi—count ading on the HU pand allows
to compute an upper bouridR; to HR. q; is represented
in HR_SAN by the discrete vatleo_sup, chosen as
the nearest four-decimal figure value greater tharBe-
ing a_sup = aj, a_sup will then reachotin an average
number of steps lower than, or equal to, the average num
ber of steps fon; to reachat. Therefore, by using a
lower approximation of the number of steps to the identi
fication of a FU, an upper bourtdR; to HR, is obtained.

not_rernov

Figure 2. HR_SAN: model for evaluating HR;

HR_SAN has four places. Placest removandal-
pha_state have the same meaning as in D_SAN
(alpha_statemaintains the current value af_sup),
whereas two places are used to distinguish whether the
component identified as being a FU is really subject to an
intermittent/permanent fault or not. Plataemholds a
token when the component becomes a FU, platle rem
holds a token whea_sup crosses the threshotg- while
uj is still a HU. Actiuties next_stepandnext_miss
which are exponentially distributed timed activities with
rate 1, represent, as in the previous SAN, the issue of a
judgement and the restart @fcount upon the issuing of
theremovemessage, respectively. The two output gates
incr anddecr computea_sup and check its value against
the threshold .

In HR_SAN the activitynext_stephas three cases.
case 1lrepresents the ocaence of a permanent or in-



termittent fault in y which thus beomes a FUcase 2
andcase Jepresent respéeely the issue oﬁJi(L) =land
of J) =0 when yisan HU.

P(Casel) =qp, +q

P(Case2) =qic+(1-0p —0; —q¢)(1-0)

P(Case3) = qi(1-c)+(1-0ap —a; —q¢)c

The component;jus identified as a FU when a token
is either innotf_remorf_rem.Thus the value oHR; is
determined by computing the ratio between the steady-
state probability that one token is in the placgf rem
and the steady state probability of having a token in either
notf_remorf_rem

5 Evaluation of a—count

The SAN models, depicted in Figures 1 and 2, have
been analytically solved by using UltraSAN]] to eval-
uate Dj and HR;. For the sake of simplicity in notation,
D and HR will be used in the sequel in placemnf and
HRi, respectively; moreover they have been plotted to
getherto help appreciate the effects of common parame
ters on both quantities.

Table 1 recalls the symbols used for all theapae
ters, together with their definition and the default values
used in the plots unlessicitly specified.

Symbol Definition Value

G probability of transient fault pgr1g®
execution

G + G | probability of intermittent or per 106
manent fault per execution

q probability of activation of an in
termittent fault per execution,0.1
given that the component is-df
fected by an intermittent fault

c probability that a judgement givgr-10°
by the error signalling is correct

K the ratio by whicha; is decreasefl0.99
after a success

oT threshold for identifying a compg 2
nent as affected by a permanent or
intermittent fault

Table 1. Symbols, definitions and default values

Among all the parameters that are into play, K and
aT are those iternal too—count, i.e., those under the eon
trol of the designer. Their values have to be tuned, de
pending on the other parameters values, in order to get the
best b&aviour. So the first part of the analysis, showing
the bdaviour ofa—count at varying values of K arudr,
aims at providing insights on how to devise proper values
for the internal parameters. Then the analysis is extended

to the sensitivity to the other (external) parameters. This
extersion contributes to the normal multi-step refinement
design process.

5.1 Tuning of parameters

Figure 3 shows the plots of D and HR for different
values ofo and varying K.

Observe first that, while areasing values of K im
prove D (which gets lower values) and worsen HR, the
opposite effects may be observed regardifgFor low
values of K, D markedly improves as Kcieases, up to a
region around a valued<(.99 in case of Figure 3); for
K>Kp variations of D become smaller and smaller. In ad
dition, D increases for oreasing values adt; however,
it becomes less sensitive ¢g above the region around
Kp.
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Figure 3. Values of D and HR as a function of K
for varying at

HR grows very slowly for low values of K up to a
region around a valuedg whereas it becomes worse and
worse for K> Kyr, moreover it is very sensible to the
value ofat. Contrary to the effeatt has on D, increas
ing values ofut improve the figures dhined for HR. If
Kp< Knpg, values of K in the interval [K, Kyg] deter-
mine values for D and HR close to their optimum. K ap
pears thus that, if no other csiraints are given, values
for K should be chosen in such interval.
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Figure 4. Values of D and HR as a function of K
for varying q

However, the existence of such interval depends on
other parameters as well. In fact, as shown in Figure 4, D
is heavily inflienced by q: the lower is g (i.e. the higher
the time béween intermittent fault activation), the higher
is Kp.

Since a low HR and a low D are conflicting objec
tives, the definition of the “best baviour” for a—count,
thus the proper tuning of its paratmes, requires the defi
nition of their relative importance. So, returning to our
example depicted in Figure 3, even though the range for
values to be assigned to K has been identified, still it has
to be decided whether D or HR should be optimised: the
former case asks for low values @f while high values
optimise the latter one. More generally, tuning of parame
ters for a specific system can be done once the system de
signer has given constraints on the desired behaviour of
the mechanism, e.g. “D must be optimised while HR must
take values lower than a given threshold”.

5.2 Senditivity to external parameters

Figure 5 shows the plots of D and HR as a function
of c, for different values afi1.
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Figure 5. Values of D and HR as a function of ¢
at varying ar

Increasing values afiT (obviously) increase D and
determine smaller values of HR. While ¢ does not affect
D, higher values of c lead to lower (better) values for HR
even though this improvementdmenes less important for
higher values of c. It can be noted that the same value of
HR can be obtained by different combinations of ¢ and
aT. If the value of ¢ was not high enough to reach the de
sired value for HR with a giveaT, a designer could set
oT to an higher value at the price of a worse D. Moreover
HR improves at increasing values of ¢ up to some value
¢*, almost independent fromy, after which HR becomes
constant.

The value ¢ is deermined by the cumulative fault
probability, g+ g + ¢, as shown in Figure 6 where HR is
plotted as a function of this probability (with a constant
percentage of 91% of transient faults, as used in the pre
vious figures) for different values of c. It is appair to
see that for any given value of the cumulative fault prob
ability a value eists for c such that higher weds of ¢ de-
termine no further improvement on HR. Figure 6 shows
that for a given value for ¢ (e.g. 1-8)) the value for HR
has an absolute mimum (corresponding to the value
106 of abscissae in the amiple). While it is clear that
HR increases at increasing cumulative fault probability
(more frequent errors are observed), it is much less clear
why decreasing values of the abscissae deter higher
HR. The reason comes from the definition of;HRat is
the probability of identifying a HU as faulty. What hap
pens is that, decreasing thenwilative fault probability,
despite the time to the identétion of a component as
faulty becomes longer, the component is more likely a
HU when this identification azrs. This is due to the
constant value of ¢ which becomes more and more pre



dominant in the probability of obseng errors. Thus, (2) Assuming that the duration of an activation is one
whenever the value for HR is close to the minimum for a time unit, the 2-in-1-like rule [6¢an be obtained setting
given ¢, employing components with lower cumulative
fault probabilties without improving c at the same time,
may even turn to a worsening of HR.

ot to 1+A, and K toA%(, where x is the time window (or
trigger frame) two failures are considered too many
within, andA is a parameter to represent the accuracy of

50 o o L 1E+0 the agproximation to the 2-in-like rule. A is to be set to
o T a0t a positive value, well smaller than 1. Bysaming K the
s 7 1E1 value computed with the above formula, when a second
,c=1-10 - o 1 . .
401 T error hits component; after less than x successful aati
g - tions, the thresholdt will be exceeded, since at the-im
" B 1182 medately precedent activation the valuecqfis greater
oo f =Y x thanA.
- . = 11887 (3) With the same assumptions as above, it is easily
ol O § seen that parameters afcount satisfying the relation
’ | B4 ((Ky +1) KY +1) KY +1=at make up an approximation
00 e ‘ | e of the 4-in-1-like rule [6being in this case [y the trig
T ger frame.
0 1E-6 .
1E9 1E8  1E-7  1E6  1E5  1E-4  1E3  1E-2 7 Conclusions
Fault probability
Figure 6. Values of D and HR as a function of In this paper, a mechanism designed terthsnate
the cumulative fault probability intermittent and permanent against low rate, low persis

tency transient faults, namedcount, has been described,

Looking at the right end side of Figure 6, it can be with the aim of improving fault treatment, and so the
seen that as the fault rate increases, even units experienc ©Verall system performance:count draws from the long
ing only transient faults are tagged as FU, with a @b practiced count-and-threshold idea, coupled with a simple
ity which grows toward unity. This suggests a more-gen Qecay_algorithm to take into account the timing traits of
eral characterisation of the mechanism not bound to hy ntérmittent faults. _ _ o
potheses on the nature and timing distributions of faults. The system context in whlctm—co.unt_ls inended to
Actually a-count is sirply based on some parameters, OPerate has been kept very general: this mashapro-
such as a threshold and averaging parameters, that makeVides parameters to tune its behaviour to system figures,

up a decsion mechanism which fires whenever the num- [0 warrant wide applicability. A model far-count has
ber of errors signalled about a unit, accumulated and been derived and extensive analyses of its stochastic be

weighed in the recent past, reaches a value where the haviour have been conducted in terms of the figures of

normal fault handling capabilities can be impaired ard in Merit D (delay to fault identification) and HR
correct service provided. Therefore, whenever the dis (Probability of improper fault identification); the spiic-

criminating criterion to decide if a unit is to be taken-off 'ty Of the mechaism results into simple models.

line is its error occuence rate (regardless of the actual The behaviour of faults in real systems sometime es
nature of the faults and of the distribution in time of their capPes the quite simple model defined in Section 2.2: e.g.,
occurrence)a-count can be usefully employed. the c_onstant rate assumption is not the best as far as in
termittent faults are caerned, as they tend to become
6 Mapping of afew heuristics more frequent after the first occurrence, until possibly be

stuck into permanent faults. Even transient faults, in fact,

Thea-count, despite its simplicity, may be used ina M&y occasionally happen with_ abnormal frequency (e.g.
range of applications. As an exercise, approximate im in the course of a storm_). In this regard, though, we have
plementations of three common-sense rules already pre ShoWn that the mechanism can well adapt to those cases
sented in the literature to solve the same |embare where the discriminating criterion to decide if a unit is to
shown below. A few heuristics, clearly expressible as P€ taken off-line is its error ocaence rate.

mathematical formulas, are chosen (see Section 2.1 for ~ 1he quantities band HR can not be considered to
the original formulations). have a conclusive value in the determination of the-over

(1) The approach proposed]ifj can be easily emu all dependability figures of a whole system. However, the
lated bya-count, setting K to 0 analr to 2. analysis tools given above for-count may be used to



embed the mechanism as a black box in the design of the [2]
enconpassing system; the box will be characterised by its
parameters Pand HR. From the design goals of the sys-
tem-at-large (e.g., dependability figures) the required val
ues for i and/or HR should be derived, which in turn
determine the-count parameters K amd.

Directions for future work may be identified essen
tially along four lines. First, more extensive comparisons
with heuristics developed to discriminate transient faults [4]
would help to prove how much gemality the mechanism
is to be credited, as well as to understand what improve
ments are necessary to capture real-world system eharac 5]
teristics. A second refinement would be to consider more
realistic time distribution of fault occurrences. Of course,
for a generic time distritiion of the error events, it may
be very difficult to obtain accurate evaluations making it
hard to devise an optimal setting of the internal parame
ters, e.g. the setting aff may be required to be found by
trial and error. Then we plan to release the assumption of
considering only handare faults. Last, ebredding theu-
count mechanism in the design of a real system will give
both the occasion to gauge its efficacy on the field, and to
test the ductility conferred by its tuning parameters. A
field trial of a-count is expected to be carried out in the
context of the Esprit GUARDS project, where a generic
multiprocessor architecture for real-time, dependable sys [10]
tems is under development. Error signals will feed in
stances ofa-count applied to several components thus
providing field data.
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